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What is DECT?

snom

Standard ETSI

Utility Short range cordless communication

Coverage Highly robust in most hostile surroundings
Range Indoor-50m OQutdoor-300m

Quality Comparable to wired telephony

Security DECT standard cipher (DSC) — 128-bit AES
Interoperability GAP (Generic Access Protocol)

Frequency 1.88—-1.9 GHz

Codec G.726

Adoption Current dominant standard (70-80% of the market)
DECT 6.0 US variant with Frequency range 1.92-1.93 GHz
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DECT or WiFi? snom

Feature DECT WiFi

Quality Dedicated band Shared channel
Security Built-in WEP/MAC
Capacity 4-8 Calls 3-5Calls
Interoperability GAP 802.11
Coverage 50/300 m Confined
Handset Performance 12/100+hrs 4/60 hrs
Intercom No PBX required Not available
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Product Overview snom

snom m9 - At a Glance:

SIP Accounts 9

Handsets (DECT/GAP) 9

Capacity (Calls) 4

Pairing n-n Handset-Account pairing

Configuration Zero touch interoperability with PBX Profiles
Maintenance Zero touch FW and Settings manageability
Security SRTP/TLS for Media/Signaling privacy

CTl Event driven remote control over HTTP(s)
NAT traversal STUN

Network Configuration  IPv4/IPv6
Microsoft® Lync 2010 First of its kind device able to interwork with this platform
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Product Overview

snom m9 Handset Features:

SIP URI Dialing

Call Forwarding

Call Transfer

Call Hold

Call Waiting Indication

3-Party Conferencing

Message Waiting Indication (MWI)

Do-not-disturb (DND)
Voicemail

Address Book

Auto connect mode
Intercom

RSS Feed Reader
Backlit keypad

Call Lists

Speed dialing
Picture Caller-1D
Alarm Clock

snom
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Server Profiles snom

The Motivation:

=To increase snom m9 product ease of use and
integration with 39 party iPBXs

=To provide support for non-standard functionality of
some of the most popular VolIP platforms in the market

=To limit tailored FW builds by providing a single FW
release interoperable with a number of VolP platforms
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Server Profiles snom

Interoperability:

»Support for non-standard functionality may include any
parameters relating to:

*SIP (Implemented standards for Registration, Call
Setup/Teardown, Call hold, Call transfer, Caller-id
display, Music-on-hold, Mailbox, Conferencing,
Presence)

*RTP (Codec packetization, Payload length, Media
encryption)

snom m9 Webinar (ST802)

© 2011 snom technology AG

Downloaded from www.Manualslib.com manuals search engine


http://www.manualslib.com/

Server Profiles snom

Supported Platforms:

=Microsoft Lync 2010
=Cisco Call Manager
=Broadsoft

= Asterisk

=snom ONE
=Metaswitch

=Telepo BCS
sAdvoco NetPBX
*Avaya CM
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Server Profiles snom

Setup:
= ocated under the “SIP” tab of each Identity, the “Server
Type” provides a convenient drop-down for server selection

dccount SIP Audio Hanckets Behavir Addressbock RSS Feeds LDAP Speed Didl  Action URLS

SIP Settings for Identity 1

Server Type: [Asterisk v
RTP Encryption: No specific server type
Asterisk

S AL R 10 adSoft BroadyWorks

Area code (2.0. 978, 20): | Cisco Unified Communications Manager
MetaSwatch SoftSwitch

Proposed Expry (sec): Microsoft Office Communication Server (OCS)
: Opera 4 IP
DTMF via SIP INFO phxnsip PRX
Conference URI: snom One
TAHI

Telepo Business Communication Solution

Identity > SIP
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CTI with Action URLs snom

What are Action URLSs:

»Action URLs are HTTP GET Requests allowing the

phone to interact with web server applications for CTI
and remote notification

»Action URLs can be triggered on the snhom m9 by
predefined events of each connected handset
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Event

DNDon

DND off

Call Forwardingon
Call Forwarding off
Incomingcall
Outgoing call

On offhook
Ononhook

Missed call

On Connected

On Disconnected
HandsetLogged in
HandsetLogged out
Hold call

Unhold call

Blind transfer
Attended transfer

Downloaded from www.Manualslib.com manuals search engine

CTIl with Action URLs

What events are available:

When is the Action URL triggered?
When DND is enabled

When DND is disabled

When Call Forwarding/Redirection is enabled
When Call Forwarding/Redirection is disabled
When incoming call is received

When outgoing call is initiated

When handset goes off-hook

When handset goes on-hook

When Missed Call notification is received
When call is connected

When call is disconnected

When handset logs in

When handset logs out

When call is placed on-hold

When call is resumed

When blind call transfer is initiated

When consultation call transferis initiated

snom
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CTI with Action URLs snom

Setup:
»Each SIP Identity on the snom m9 base station
provides this sets of Action URLs

»These Action URLs are triggered whenever a handset
assigned to that Identity performs a particular action

*These Action URLs can either be configured manually
for each Identity or can be automatically configured with
a configuration server
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CTIl with Action URLs

Setup:

snom

fccourt SIP Audo Mordests mmmwm

Action URLs Settings for Identity 1

Elnd traraler:
Attended transfer:

e Jfysanver
R Slysarver
W Sleysarver
R fleysanves
R Jfeyaarver
R Jfenyaarver
e Sleysarver
W Jfmysarver
hp Syt arver
hp Jfmyserver
hp Jimyserver
hep Jlmyserver
hep Jirmyserver
hep Jimyserver
hep fimyserver
hep Jimyserver

hep /imyserver

snom/cnd_on>
snomycnd_oft»
SNOMYChw_onx
snom/Chw_otx
Snomimcoming
:’.ncm-,‘cﬁ;omu
snomfolthook >
snomfonhook>
snom/missads
snom/connech
snomGisconmt
snomfBagin xml
snomfagoutxr
snomhold xml
snomdunholdx
snomyboder xml

snomfaxder xml

These Action URLs are triggered
whenever the handset performs
the corresponding action
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Picture Caller-ID
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Picture Caller-ID snom

Overview:

*The caller picture feature allows the shom m9 Handset
to display the picture of the calling party

»All photo pictures provided to the shom m9 Base
Station must be in 40 x 50 Pixels JPEG format

Ringing Ringing
& .\ e
'; % E
Teresa Miller 5 Kelly Shaw
Cancel oK
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Picture Caller-ID snom

Mechanisms:

"VCARDs: Caller picture is displayed when the snom
m9 has a VCARD with picture available for the calling
party in the Address book

=SIP “Call-Info”: Alternatively, picture of the caller can
also be sent to the snom m9 Handset, if the calling-
party provides a SIP "Call-Info" header in the incoming
call
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Picture Caller-ID snom

VCARDs:

*The feature allows the shom m9 Handset to display
the calling party picture via VCARDs

=|n order to use this feature, the user need to create a
40x50 Pixel JPEG and assign it the contact’'s VCARD

»The VCARD then needs to be uploaded to the snom
m9 Base station

*The snom m9 Base station would then relay the

contact’s picture to the handset when a call is received
from the contact
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Picture Caller-ID snom

Creating a VCARD with picture:

=sSelect a Contact Card from “Contacts” or create a
new Contact under File->New—-> Contact

=Click on “Add Contact Picture” and upload the
picture of the contact in 40 x 50 Pixels JPEG
format

=Click on “Save and Close” to save the contact

»Right click on the contact and click on “Send as
Business Card”

»Right click on the .vcf file and Copy Paste the file
on your computer
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Picture Caller-ID snom

Uploading the VCARD to snom m9:
»Select the Identity for which you want to add the VCARD
=Upload the VCARD through the “WCARD(s) Upload” section

*The newly added VCARD should be visible under
“Contacts”

*The picture of “Contact” will be displayed on the associated
handset whenever a call is received from the “Contact”

Contacts

VCARD(s) Upload
Please specfy a VCARD file (.vef) 1 Jane Smth
T Snbos

- Shcasata

il
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Picture Caller-ID snom

SIP “Call-Info”:

*The snom m9 is also able to display the calling party
picture on the handset, via HTTP links

»For this purpose, the shom m9 Base station support
the “icon” parameter of the SIP “Call-Info” header

*HTTP(s) links received in the “icon” parameter are

processed and the photo is downloaded for display on
the handset
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Picture Caller-ID snom

*The Calling-party provides his picture in the “Call-Info”
header of the SIP INVITE

*The “icon” parameter is used to specify the picture URL

»The snom m9 downloads the picture from the link and
displays it on the handset

INVITE sip:10018192.168.100.201;user=phone SIP/2.0

Via: SIP/2,0/UDP 10.10.10,39:5060;branch=z9hG4bK-mxcv)able3S);rport

From: <sip:1002@192.168.100.201>;tag=)seelganmn

To: <s5ip:10019192.168.100.201;user=phone>

Call-1D: 3¢8005fS5300-eg01dlyapmmax

CSeq: 1 INVITE

Max-Forwards: 70

Contact: <sip:1002@10.10.10.39:5060;line=kuhhccOy > ;reg-id=1

X-Serialnumber: 0004132656C9

P-Key-Flags: resolution="31x13", keys="4"

User-Agent: snom370/8.5.3-0CS
-k il

Call-Info: icon="http://myserver.com/john.)pg"

w: ; » ONS, NOTIFY, BENOTIFY, SUBSCRIBE, PRACK,
MESSAGE, INFO, UPDATE
Allow-Events: talk, hold, refer, call-info
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LDAP
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LDAP snom

Overview:

=L ightweight Directory Access Protocol (LDAP), is an
Internet protocol that a device can use to look up contact
information from a server

»Information retrieved from an LDAP server may include a
contact's:

=Name

=Email Address

=Telephone number(s)

=Address

=Photo(s)
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LDAP snom

What LDAP features are available on the snom
m9?

= DAP can be used to retrieve Caller-ID related
information from an LDAP server for incoming calls

=| DAP may also be used to view corporate address book

(s) on the snom m9 Handset, and subsequently calling the
contacts from the LDAP address book
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LDAP snom

Caller-ID lookup with LDAP:

»This feature allows the shom m9 base station to
retrieve the calling-party name from the LDAP server
when an incoming call is received

=|[f the server returns a valid name for the calling
number, the snom m9 base relays the calling party
name to the associated handset

Account SIP Audo Handsets Behavior Addressbook RSS Feeds
: - ____Ringing
LDAP Settings for Identity 1 —

Display Name: %cn ‘
Country code {2.9. 1,49):  +49
Heidi MacMoran

Area code (e.g. 978,30 30 a
Lockup for Incoming Call: {830 O off Cancel OK
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LDAP

Address book searching:

*On the snom m9, LDAP can also be used to view the
corporate address book and subsequently place
telephone calls to the contacts

snom

*The snom m9 handset further allows the user to
search through the LDAP address book returned from

the server

Account SIP Audio Handsets Behavior Addresshook RSS Feeds

LDAP Settings for Identity 1

Use LDAP for Address Book: (Do O off

Username: smith

Password: esscsccsee

Okver Bryson
Heidi MachMoran
James Woods
Mike Somos
Chris Morena
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LDAP snom

Setup:

»[_ ocated under the “LDAP” tab of each Identity, the
“LDAP” settings allow a fully customizable setup

Aot SP Audo tandots Dehavir Addressbock RSSPeed: LDAP Speed i Action LRLs
LDAP Settings for Identity 1

Use LOWP for Address Book: O on @) off

Uername: John Smth

Paspword: CLLE LT

Pasoword (repest)  essssssses

Server Address myldep .com

Port: 189

Base: Ouepecple deentém do=Ccomng
Nave Fiter: ((sn=2)on=%))

Norrber Flter: (S(efephoneNumbers L) sn*
Max, Mty 50

Nave Attributes

Nurber Atrleses: Mobie telephoneMNumber
Cosplyy Nowm:

Courtry code {(e.g. 1,490 +49
Ares code (6.9 978, 30): 30
Lookup For Incoming Call Cum @
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IPv6
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IPv6 snom

IPv4 Issues:
*Internet is running out of Internet addresses
=|nsufficient internet routing leading NAT usage

*Network security is optional and no single standard exists
for security (IPSEC, SSL etc.)

*New applications are becoming more demanding and will
require guaranteed bandwidth and security

=Mobility in IPv4 Networks (Mobile IP) is unclear and
difficult to manage
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IPv6 snom

What is IPv6?

"Internet Protocol Version 6 (IPv6) is a version of the
Internet Protocol that is the successor of Internet Protocol
version 4 (IPv4) which is the current Internet Protocol in
operation since 1981

*Mainly introduced to expand the internet address space
available (128-bit addresses compared to 32-bit addresses
of IPv6)
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IPv6 snom

Primary Advantages:

Larger address space  128-bitaddress as opposed to 32-bit IPv4

Multicast Transmission of a packet to multiple destinations as part of
the base specification

Auto-configuration Neighbor Discovery and Address Auto configuration allow
hosts to operate in any location without any special
support (PnP)

Network security Security features are mandated in IPv6 (IPSEC)

IPv6 Mobility No triangle-routing, IP Mobility is native to IPv6

Options extensibility  Efficientand Extensible IP datagram
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IPv6 on shnom m9 snom

Address assignment and auto configuration

*The snom m9 is able to automatically assign an IPv6
address to the device over DHCPV6

»Further more, when connected to an IPv6 network, the
snom m9 can configure itself automatically using Internet
Control Message Protocol version 6 (ICMPv6) router
discovery messages

=The Dual-IP-Stack allows snom m9 to maintain IPv4 and
IPv6 interfaces in parallel
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IPv6 on shom m9 snom

Dual IP Stack

*The ability to perform DHCPv6/ICMPV6 queries in addition
to the IPv4 DHCP queries simultaneously, allows the shom
m9 to maintain multiple IPv4 and IPv6 interfaces in parallel

Network Regetration DECT

Network Status

Parameter value

Version 9.2.452
Uptime 221:15:46
MAC 00:04:13:30:01:21

VAN
. 10,100,201 (otcp
10.10.,10.47 (DHCP eth1)

)

= - e P e
IP Gateway 10.10,10.254 (DHCP ethl)

STUN Address

DINS Server 10.10.10.201 10.10.10.202

ONS Domain SN0, com

Opbon 66 http:fjocsprov.snom.com
L S L S T R R R 1

IPvé Other Addresses
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IPv6 on shom m9 snom

DNS

»Support for IPv6 naturally allows the snom m9 to perform
AAAA queries for IPv6 address lookup

»For routing packets to IPv6 destinations, snhom m9 uses its
local IPv6 interface, if available

Content of the DNS cache

Type Address Yalue Duration
AAAL  ipv6.l.google.com [2a00:1450:8007::68] 243 I
AAAL  pool.ntp.org 4074
AAAL  proxy.sipthor.net 177
AAAA  sip.provu-ocs,co,uk 20274
CNAME ipv6.google.com ipv6.l.google.com 10746
SRY sip. tep.ipvé.l.qooale.com 847
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IPv6 on shom m9 snom

SIP

»Depending on the type of address returned (IPv4 or IPv6)
for a SIP server, the snom m9 automatically selects the
corresponding IP interface for registration

»SIP packet addresses and headers are also automatically
substituted with the appropriate IP interface
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IPv6 on shom m9 snom

Registration sample

REGISTER sip:snom.com SIP:2.0

Via: SIP/2.0UDP [fe80:204:13ff:fe30:319]:3587:branch=z9hG4bK-gku7lsaport
From: "40" <sip:40@snom.com=>tag=vz6udq

To: "40" <sip:40@snom.com>

CalliD: Oyw4kwq9@snom

CSeq: 11004 REGISTER

Max-For 20
CONactgsip:40@[fe30:204:13ff:fe30:319]:3587ltranspon=udp;line=wn1dz>;reg4'd=1;+sip.instance="<uln:uu‘d:484c821f-
Supported: path, outbound, gru

User-Agent: snom-m99.2.42-a

Authorization: Digest
realm="snom.com”,nonce="h21e18aa0092846791b4fc47bc8e0h 18" response="27d0ff006a627ee6a1ebeb307 13dc8r9",
gorithm=MD5

Expires: 3600

Content-Length: 0
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Security
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Certificates snom

*Each snom m9 base station comes equipped
with a unique X.509 certificate signed by
“snom CA” as default

sThese “Client Certificates” allow the SIP
server or Configuration server to verify the snom
m9 base as an authentic device on the network

*The m9 base station is also able to perform
“Server ldentity Verification” based on trusted
X.509 chains when SSL/TLS is used
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Client Certificates snom

=Client Certificates allow an SSL/TLS server to
verify the identity of a connecting client

*The verifying server can be co-located within a
SIP server, a configuration server or can be an
Independent network entity

*This mechanism of identity verification also
eliminates the need for standard authentication
mechanisms such as Username/Password
authentication
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Client Verification snom

M9 Base A»‘.MKJ!.OO.’:YWSM Server
(provisioning. mycompany. com)

N 4 A

“eerreriinniaa.... . Setup TLS Connection

terssinnnan
ML,
A RLELT TP
..

Prove your Ildentity

PR AP
[@esoccsesnsessssnascssssssocsnncises

peresssiianan,,,,,, X,509 Certificate

Swestsasssmsanssssassaasuens

Sign something with your ce r.t.lﬂcate

A
TR
sesssssssssennsane
W rernnrnnnnins

Signature

Seceesssssstestsscccccssacpl

Authenticated

srnnssnne
P LR
LR
.‘..o.-..-o---...-

Encrypted connection

v

-
-

sessscscee  SSUTLS Handshake

———  Secure COnnection
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Certificate Format snom

Certificate '?i&'

General Detals | Certification Path |

Certificate Information

This certificate cannot be verified up to a trusted
certification authority,

Device MAC Based
Issued to: 000413301487 Client Certificate

Issued by: Snom Phone 1 Root derived
Intermediate CA

Valid from 9/1/2010 to 1/19/2028
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Default Chain-of-Trust snom

The default snom root CA
“Snom Technology AG CA”

=2
snomAG 1 #
(Root CA)

Snom Phone 1 snom Intermediary CA derived

(Intermediary CA) from the snom root CA
r; MAC based device client
000413301AB7 ! _‘“ﬁ‘ certificate derived from the
(m9 Base Certificate) — e

intermediary CA
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Custom Client Certificates SnOom

=The client certificate of the snom m9 can also
be customized by loading custom client
certificate/private key pairs to the device

*Embedded within an XML file with <cert> and
<key> tags, the snom m9 can be auto
configured to customize the client Identity of
snom m9

*Both these <cert> and <key> tags need to be
encapsulated within a <certificates> XML tag
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Example XML snom

<?yml version='1.0' encoding="utf-8"?2>
<certificates>
<cert>

NIICezCCAeQCAQEWDQYIRoZIhveNAQEFBQAwgYUxCz AJBgNVBAYTAKRFNQS8WDQYD
VOQIEWICZXJ=2aWdxDzANBGNVBACTEBRI lcmxpb JEDNBRGAIUEChNSUZ SvbSBUZWNO
brSsh2dSIEFHMRUNEwYDVQODEwx ThmSt IFBob2S1IDExID AeBgkaghkiGOwOBCQEW
EXN1Y3VyaXRSQHNubZOuYZOSrMB4XDTASHDRXNDEYNDC INFOXDTH4NDEXODIZNTKL
WVowgYUxCzAJBgNVBAYTAXRFMRUEwYDVQODEwuwwND AONTNzND Az NTkxD z ANBgNV
BACTBKJ lenmxpbh JEbHERGALUEChMSUZ SvDbSBUZWNobnO3b2dS IEFHNCSWDQYDVQQI
EvZCZXI=saV4xIDAeBgkghkiGOwOBCQEVEIN]Y3IVyaXRSQHNub20uY29tNIGENADG
CSgGSIb3DQEBAQUAAAGNADCB1QKBQCIZ ATI0YiIXUIHHQVPUrn1RghX0AOEN3 B
/Vk3K151id2 14wIHTSAbX1PSGETG1ZbREUAVE x30QL £GIRSKLtSLDJ jVedxDNKuNN
+JN/ AFNrdRRSdtyHSebaMsheB8XSvrrLToipRogvkasFSLBm+eVySrUHaULpwliCER
dCV7Cp/ehCveZRKVwrSXez
————— END CERTIFICATE-===-

<feert>

<key>

Custom Client Certificate

NIICKXAIBAAKBQQCOZATIOYiIxULHHQgVPUrnlRqhX0AOcEN3IB/byn)jcaRGKAXE6F 1g
LZwaVP/7VZIONSGhIz2CFo0GSIp0alUM1P+vS087ZA2JJIsbf3in6i3V/2CFqiKSELg
¥3nZ3us24hQRYcK3 6L URVIA+LXCLP1DMNQWwICSs7WapDETZHALLQ+R)SgQIDAQAB y
AOGAEUmWZ19gAVh)DOELEDe ioQXeBYmL10R132r 43 XRp YNFNG1QR4 1832 yker2xT Custom Private Key
R3Zd4VSLv/RHKOzr 7Yad414£4y3/ 6 MopmE8YB11ZGLraC6YvGZv8c682rNajpsPXH
rz+7xDPQ/ KKQNrEPHL4WEgB4kHWILkq1Uyv62 xm3ChRLEJECQQD 1dr T NB/ O3 uPIc
nRhIVDwyl 6 TOVukmBTOCQESF/ HFbkKPLogt F+/ r XMNvpqF YémYtnéelvAlsCRZ 14
UOVAFESXNNcTDCOShbE34gXer WNEPJyiy1pkPJAXLD 1A=
----- END RSA PRIVATE REY----~
</key>
<fecertificates>
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Server ldentity Verification SNOM

*The snom m9 base station is able to perform
“Server Identity Verification” based on trusted
X.509 chains when SSL/TLS is used

=Servers which present certificates signed by
CAs unknown to the base are rejected

*By default, the snom m9 is designed to
authenticate all SSL servers based on a chain-

of-trust
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Certification Authorities snom
(CA)

»A Certificate authority or Certification authority
(CA) is an entity that issues digital certificates

*In cyber world, a CA'is a trusted third party that
Is trusted by both the subject (owner) of the
certificate and the party relying upon the
certificate
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Custom CA Setup snom

sTrusted Root CAs can also be customized on
the snom m9 to tailor “Server Identity
Verification”

*\With <certificates> as the top XML tag, each
trusted root CA can be enclosed within a <ca>
tag
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Example XML snom

<?xml version="1.0" encoding="utf-g"?>
<certificates>
<oax>

MIIFLDCCBBSgAwIBAGIEOUSShz ANBgkghkiGIuOBAQUF ADBaNQswCQYDVOQGEWS X
VzZESNBAGA1UEChN YV UU 1V TVGVKNR2WGQYDVQODExXJ 1 ZVRSVVNU ZWQQUmSvdCED

QXMxG3AYEGNVBANTEVJ LVFIVU1R 1 ZCBSb2 S0 IENBNB4 XD TAwND Yy NDEOM EwNFoX

DTEWNDYyMDEZNIEuNFowW I ELMAKGALUEBRNCY 1cxE ) AQBGNVB A0 TCH LVFIVULRL
ZDEbNBRGAIUEAXNSYVUULIVTVGVKIFJIJVhIQuQOF zZNROWCGAYDVOQQODEXF 1 ZVRSVVNU c - (J\l
2HOgUSvACBDOTCCAS IvDQYI Ko Z ThveNAQEBBQADgGEPADCC AQ0COgEBANSOC30T ustom
CIhVALEIVRCUNCL S+ VUL KNHUD YSNE4a0IYCF4SP+00PpeQY1hRILO7C LY+VvyTMLIP
6941ffazeubx181v3TsSTy1uDoM6GHh3 08/ n9E122J07GhZ+1VPPIJ£Czz4kUmull

m1UZKUNUGYU 1 BXJIHO+aY3L I prONzARIOo+FcXxVdIPPSSPS2 2255201 ivalQaYe
tmB)RYOQTLPGEKSBV2VaPyNQPyEQULLKONOMDCP2 ggd=

MITEKJCCAxKgAwIBAGIQYAGXtOan6rS0mt ZLL/ eQ+zANBagkaghkiGOuOBAQsFADCE
CIELMAKGALUVEBRNCVVNXFTATBGNVBAOTDHROYXdOZSwySWSILIEONCYGALUECKNE
QZVydGleaWNhdGlvbiBTIXIZaWN1cyBEAXZpcZ IV JEANDYGAIUECKNVEGHpIDIw
MDggdGhhd3 R1ILCBIDmMuICOgRmIvIGF 1dGhveml 6 ZUQgdXN 1 IGSubHkxJDA1BgNY
BANTG3ROYXAOZSBQemlvYXISIFIVO3QyQOEGLSBHNzAeFwOwODAOND IVADARWMDBa
FuOzNzZEYNDEyMzUSNT1aNIGuMQswCQYDVQQGEwIVUZEVHBMGAIUEChMNAGhhd3R]1 Custom CA 2
LCBIJomMuNSgwlgYDVOQLEXSDZXJ0aWZpY2FOoaWoulIFNIcnZpYZVZIERpdmlzaWou
MTguNgYDVQQLEyBoYykgNjAwOCB0AGF3dGU2IEluYy4gLSBGh3 IgYXV0aGSyaXpl
Z2CB1c2Ugh2 S3e TEKNCIGALVEAXx ModGhhd3R1 IFByalihenkgUnSvdCBDQSAt IEcz
t83ILZBHInBoYUMTDSQPXYASQzUbF83dS597YV4D jbxySooiw/dyZ023U32 jHaCGh7c
RUGRIixpp7sClr ZcdulISAbam+RyguOhCoHpABn TPt Rua7pxpapYrvE76Wy2 74EN
m7v/0eZUYANKpSRcTGB7BXcwer / YB1IaYvdwYSkSvGSecwnnecdimvzaUsZARe1DZu
MARAGMIONIB1Aa6sY6A=
----- END CERTIFICATE-==~~

<feca>

<feertificates>
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CA Overview snom

Status 2 Network - Root Certificate
Authorities

Network Registration DECT

Network Status

Parameter Value

Version 9.2.28

Uptiene 000:08:21

Mac 00:04:13:30:1A:87

VLAN

OMCP server 10.10.10.202 (DHCP ethi)
IP Address 10.10.10.105 (DHCP ethl)
Netmask 255.255.255.0 (DHCP ethl)
IP Gateway 10.10.10.254 (DHCP ethl)
STUN Address

DNS Server 10.10.10.201 10.10.10.202
ONS Domain

Option 66

[Pvé Link-Local URL Fafi: : 204 : | 3FF a0 | ab7
[Pvé Other Addresses

Root Certificate Authorities
1 baTRUSTed Rock CA

2 thawte Primary Root CA - G3

3 UTN-USERFirst-Netwaork Apphcations

4 DST Root CA %3

S Entrust Certification Authority - LIC
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snom

Auto Configuration
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Auto Configuration snom

*To administer a large pool of snom m9 devices,
the device provides the possibility to configure
settings and upgrade device Firmware with zero-
touch interaction from the user

*»These mechanisms allow the administrator to
manage and monitor all snom m9 devices in the
network remotely

Note: All auto configuration mechanisms
discussed in this section can also be provided in
a secure manner as discussed in the “Security”
section
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Auto Configuration snom

Automatic Setup

*The most convenient way of auto configuring a
snom m9 is via DHCP options 66 and 67

*DHCP option 66 and 67 provide an HTTP(S) or
TFTP configuration server’s address and a boot
file-name for download

*Upon receiving the said DHCP options, the
snom m9 connects to the configuration server
and downloads its configuration file
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Auto Configuration snom

Automatic Firmware Upgrade

*The boot-file provided by the DHCP server may
also contain a link to a newer version of the
snom m9 Firmware

*"In case a new Firmware is provided in the
configuration file, the snom m9 downloads the
Firmware and performs an automatic reboot

*This automatic Firmware upgrade mechanism
makes the maintenance of device very
convenient
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Auto Configuration snom
XML Structures

<7xml version="1.0" encoding="utf-8" 7>
<settngs>
<phone-settings>
<base_pin perm="RW"'>1111</base_pin>
<dhcp perm="RW >true</dhcp>
<user_realname perm='RW  idx="1">100</user_realname>
cuser_expiry perm="RW  idx="1">180</user_expiry>
cuser_active perm= RW' idx="1">true</user_active>
cuser_host perm="RW " idx="1">ser.intern.snom.de </user_host>
cuser_outbound perm="RW " idx="1 >sip:192.168.0.121 </user_outbound>
cuser_ipui perm="RW " idx="1">005C30C840 </user_ipui>
<user_name perm="RW" idx="1">100</user_name>
S AN ey <telnet_enabled perm="RW >true </teinet_enabled>
Z:;Tt:n:’;::; 1.0° encoding="utf-8" 7> </phone-settings>
<file uri="http://10.10.10.89 /settings.xml /> Lokl i
‘<ﬁle url="http://10.10.10.89/firmware.xml " /> Settings XML File
c/settng-hles>

Root XML File

<7xml version="1.0" encoding="utf-8" 7>
<firmware-settings>
<dirmware perm="">https://10.10.10.89/m9-9.2.45-a.bin </ frmware >

</firmware-settings>

Firmware XML File
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snom

Microsoft® Lync 2010 Setup
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Microsoft® Lync 2010 snom
Setup

*snom m9 provides native Microsoft Lync® 2010
support in its Firmware

*The “Microsoft Office Communications Server”
profile provides a one-click integration possibility
with this popular telephony platform
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Microsoft® Lync 2010 snom
Setup

Supported Features on snom m9:
»Basic calling

=Call Hold

=Call Transfer

»3-party Conference

*Play-on-phone (MS Exchange Server)
*\/oicemail (MS Exchange Server)

*"Presence state notification

snom m9 Webinar (ST802)

© 2011 snom technology AG

Downloaded from www.Manualslib.com manuals search engine


http://www.manualslib.com/

Microsoft® Lync 2010 snom
Setup
Setup:

Account Settings for Identity 3

Identity active: ®on Ooff

Display Neme: John Doe —) \ame to be displayed on the handset
Account: John.Doe —— ()| Lync Username

Regstrar: riyoCs.com —) Y our Lync Domain

OutboundProxy:  sip:sip.myocs.com:5061 ——)p- Y OUr Lync Server IP or Hostname
Authentication Name:  ocsiJohn.Doe —)p  our Lync Authentication Username
Password: essssesese — Y OUr Lync Password

Password (repeat): sscsesssse

Malbox:
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Microsoft® Lync 2010 snom
Setup
Setup:

SIP Settings for Identity 3

Server Type: Microsoft Office Communication Server (OCS) v
RTP Encryption: ®on Oott
Offer ICE: ®on Ootf

Country code (e.g. 1, 49):
Area code (e.g. 978, 30):

Proposed Expiry (sec): 3600 v
DTMF via SIP INFO off v
Conference URI:
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Microsoft® Lync 2010 snom
Setup

Presence:

=snom m9 also supports the Presence Protocol used by
Microsoft® Lync 2010 and Microsoft Office
Communicator

*Depending on the activity, the snom m9 publishes its
presence state to the server reflecting states such as
Online, Offline, In-call, Away, Busy and Do-not-disturb

*The presence activity of the snom m9 user can be
viewed on the Microsoft Office Communicator or on other
Lync 2010 compatible device
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Microsoft® Lync 2010 snom
Setup

Presence:

B v s i

g:o.-dl:hh vt @ -

# Booent Camtmts
_ [T T—————
@ Yt Take b
Aand Ot e
e Pra el Pamran s
e e e b e
o M Codanin
@ Mt fabe e

@ P eowey Sy

Aont Oy ve

Microsoft® Office Communicator 2007 R2

snom m9 Handset
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snom

Diagnostics
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Diagnostics snom

*To increase responsiveness toward customers
and reduce customer support overhead, the
snom m9 provides a number of mechanisms for
device diagnostics

=Such tools allow snom’s to provide a solution to
customer reported issues in an efficient manner,
even in the absence of physical access to the
device
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Diagnostics snom

Application Log:

*The snom m9 software provides an event driven
application event logging interface

»Events which may trigger device logging may include
SIP, TLS, Media, DECT or LDAP

=Further more, the device provides a “Log Filter” to
increase the verbosity of the application log
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Diagnostics snom
Log Filter:

Log Filter

The log levels instruct the system how to filker the various log levels. Choosing a log leved 0 means that
there wll be no log messages for the message type. Log level 9 means the system will not filter

messaes,
General everts: 9 v

Meda-related events: 9 v

SIP regutration messapes: 9 v

SIP call rassages: 9 v

COther SIP messages: 9 v

ook porven oventst 3 ¥ Increase/Decrease application
ONS everts: 0 v log verbosity for any event

LDA® avarks: 0 v

DECT everts: 9 ~

Network events: 9 ~

ns: 9 v

1CE: o v
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Diagnostics snom

Packet Capture:

»As a further diagnostics tool, the snom m9 provides an
on-device packet capture tool “Network Analyzer”

»Such packet captures provide an efficient way for snom
to analyze and respond to any customer reported device

issues

Network Analyzer

To soe what = going on on the netwaork level, you can ganerate PCAP Files on this pags, Thesa files can be

£00d with various ratwork tocks, for axample wieoshark, To start recording, prass the start Button and to

“_? nresszhca button. Pease «wrberNmedaauauadnaao.&shtf«(tomodmahw)
that recor may have a negative mpact on the phone's performance.

PCAP on Bootp: Oen ® ot .

Chck hers to save current peap trace, (0 packats, 0 octets)
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References snom

Product Page:

http://www.snom.com/en/products/voip-dect-phones/snom-m9-sip-dect-ip-
phone/

Online Admin Manual:
http://wiki.snom.com/Snom m9/Documentation/Online Manual

Wiki Resources:
http://wiki.snom.com/Snom_m9
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Company Profile | Contact snom

We would like to get talking to you!

snom technology AG
Charlottenstrae 68-71
10117 Berlin

Germany

Tel: +49 30 39833-0
Fax: +49 30 39833-111

Copyright © 2000 —2011 snom technology AG. All rights reserved.

snom® is a registered trademark of snom technology AG and its affiliates in the European Union, USA, Japan, South Africa, Australia, China and certain other countries and regions.
Unless specified otherwise, all trademarks, in particular product names, are legally protected trademarks of snom technology AG. Other mentioned trademarks or registered
trademarks are the property of their respective manufacturers or owners.
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